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INTRODUCTION  
Russia’s current war against Ukraine demonstrated the readiness of the democratic world to unite 
in the  fight for freedom and values. However, there are democracies all over the world in need  
of protection against autocracies willing to challenge the international order. This report analyzes 
policies and practices that have impacted Ukraine’s resilience in the face of Russian aggression in 
7 different sectors:

 • Security and Defence,

 • Economy,

 • Energy and Critical Infrastructure,

 • STRATCOM and Countering Disinformation,

 • Media,

 • Cyber Resilience,

 • Civil Society.

 
The results of the research comprise positive and negative lessons of Ukraine within the  period 
before 24 February 2022 (the start the full-scale invasion) until the end of 2022. Outcomes 
of this research can be used as recommendations for building resilience against conventional, 
hybrid threats or other threats (such as natural disasters) by other countries, including in Europe 
and the Pacific. Ukraine’s lessons in resilience should become the country’s important asset for its 
further Euro‑Atlantic integration. NATO and EU defence structures stand to learn a great deal from 
Ukrainian’s combat experience. 

This paper further argues for democracy and democratic alliances. Ukraine is fighting for more than 
its territory and sovereignty. This is also an ideological conflict between democracy and autocracy 
as two systems of government. We believe that through the course of war it will become clearer that 
the agile and egalitarian nature of Ukraine’s democratic principles have bested the vertical hierarchy 
of autocratic Russia. Resilience and democratic unity remain the key in preserving international 
peace and stability.

The study was developed by Ukrainian experts from the Information Defense Hub with the support 
of analysts from the European Values Center for Security Policy. In the example of the Ukrainian 
experience, several main lessons can be outlined from each sector that was considered in this 
document.

http://www.europeanvalues.cz
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SECURITY AND DEFENCE

FIRST HOUR
MILITARY COMMAND

CAPITAL
ARMED FORCE

UKRAINE
TRAINING PROGRAM

POSITIVE LESSONS

 • Amended legislation and two complete defence planning cycles (2014-2018 and 2019-2022), 
combined with practical experience gained in the anti‑terrorist and  subsequent joint forces 
operations, significantly improved coordination. It enabled enhanced defence cohesiveness in 
the first hours of martial law. 

 • Combat experience and implemented reforms helped to improve the leadership skills at 
the middle level of military command, changing the mindset of the Ukrainian military towards 
the encouragement of initiative and responsibility.

 • A large component of the volunteer defenders who took arms in 2014 to protect Ukraine from 
the Russian aggression, were integrated into the armed forces, national guard and national 
police.

 • Being subjected to constant, and sometimes inconsistent transformations over the past eight 
years, Ukraine’s institutional security framework proved to be both flexible and sustainable. 
Core elements remained effective, enabling coordination of nation’s response to major security 
risks. 

 • A limited circle of people involved in the decision‑making process prevents information leakage. 
This group’s integrity is critical for efficient operational planning and quicker response times. 

 • Unprecedented training programs for the Ukrainian defence sector (including the NGU) proved 
to be an important element in the capacity of the Armed Forces of Ukraine (AFU) to counter 
Russia’s aggression. The continuation of the training programs now, outside of Ukraine, will be 
decisive factor for Ukraine’s ability to deploy additional reserves to the battlefield. 

 • International trainings significantly contributed to the shifts in the perceptions of the Ukrainian 
military personnel. They have a better understanding of the NATO standards and principles, 
including mission command. This makes Ukrainian Armed Forces well‑advanced in terms of 
operational art, more mobile and modern, when compared to their adversaries. 

 • Training programs also helped to develop military-to-military communications and network of 
the personal relationships, which proved to be useful to consolidate international support for 
the AFU and advocating the positive image of Ukraine’s defenders. 

 • Starting in 2016, Ukraine has been building a professional sergeants corps in its armed forces, 
using approaches and practices of the Western countries. 

http://www.europeanvalues.cz
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 • Large scale exercises in February were a centerpiece for Ukraine’s ability to defend critical 
military infrastructure, avoid the “shock effect” in first hours of the invasion, and  maintain 
the communication and control system necessary to defend the capital. 

 • Ukraine’s defense strategy remained largely unknown to the Russian and to allied partners. 
This approach demonstrates integrity of the top level political and military command, thereby 
enabling effective intelligence information sharing. 

 • The personal decision of the President Zelenskyy to stay in the capital was crucial to country’s 
survival within first hours of the invasion. 

 • The Ukrainian State Protection Service (УДО) showed a high level of professionalism in ensuring 
the personal security of the top officials and their families. Physical protection of the political 
leadership remains the priority. 

 • Key classified communication lines remained functional despite several attacks. 

 • Territorial Defence Forces (TDF) shall evolve into a more visible presence in liberated regions. 
Better trained, better prepared, and sufficiently equipped, TDF shall be the enabler of 
the defensive actions across the country given the possibility of the repeated attacks. 

 • Ukrainian experience in crowdfunding and volunteering for the Armed Forces can be further 
applied for recovery and reconstruction of impacted communities. 

NEGATIVE LESSONS
 • Many provisions outlined in the defence planning documents were only partially implemented if 

implemented at all. Crucial laws concerning national resistance, which launched the formation 
of the Territorial Defence Force as a separate branch of the Armed Forces of Ukraine (AFU), were 
adopted only few months prior to escalation. 

 • The Defence Plan of Ukraine focused on the strategic level of the state management (i.e. Ministries 
and other Central Executive Bodies). Those elements covering the regional and local levels of 
the administration were in the process of development at the beginning of the large-scale 
invasion; accordingly, the biggest number of mistakes were registered at these levels. 

 • The Defence Plan was not properly tested in the corresponding exercises that sought to bring 
together military representatives and civilian government. Security personnel and public 
servants were not effectively trained and prepared to implement its provisions. 

 • Strategic and financial commitments were insufficient. In the 2021 budget, the  Ukrainian 
government allocated 267 billion UAH ($9.44 billion) for defence and  security sector, which 
constituted 5.93% of GDP; however, for the first time since 2014 the financing of AFU 
was decreased by 331 million UAH. Assurances that the strategic approach to introducing 
an accountable defence budget were not implemented until February 2022.

 • The current institutional arrangement is heavily centralized in the Presidential Office of Ukraine. 
A few elements of this structure (including the role of the Head of the Presidential Office) lack full 
accountability, enabling negative media coverage. 

 • While being depicted as effective in the times of war, this institutional architecture needs to be 
changed if Ukraine seriously endeavors towards a transatlantic agenda that allows for civilian 
control and democratic oversight. 

 • Tactical-level trainings were not supported by the transformation of the Ukrainian doctrinal 
documents nor the reform of the whole military training and professional education system. 
As  a  result, large numbers trained personnel had already left the  armed forces, thus their 
knowledge and skills were not properly applied in the time of the large‑scale invasion. 

 • The system of the training‑of‑trainers remained undervalued in the AFU. The number of 
the trained personnel could have been significantly multiplied over the past few years. 

http://www.europeanvalues.cz
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 • Extensive international training programs did not trigger improved English language integration 
in the AFU, with this language barrier being a constraining factor in the  intensification of 
training programs. 

 • Withdrawal of international personnel, according to the Ukrainians’ view, along with 
the diplomatic personnel of the allied missions, was a crucial enabler for the Russian invasion. 
It was also seen as a sign of the full disbelief in the Ukrainian defence potential and disregard of 
the progress the AFU achieved over the eight years. Moreover, some Ukrainian officials maintain 
that the presence of the international military personnel may have been a major factor in possibly 
deterring a Russian invasion. 

 • The urgency of Russia’s attack prevented the consideration of gaps in proper preparations in 
the southern regions of the country (e.g., Kherson). 

 • Political leadership’s strategy of “not causing panic” diminished civilian preparedness exercises 
being held across the country, potentially decreasing the number of the civilian casualties. 

 • Due to the lack of time and resources, large‑scale interagency exercises, involving not 
only components of the Armed Forces, but also law enforcement structures, intelligence, 
and emergency services were not held. 

 • According to some reports, Ukraine was constrained by allies from launching a series of 
the  military exercises earlier than February. Some were advising against “provoking Russia” 
when it was still believed that diplomatic solution to Moscow’s demands could have been 
found. Due to that, crucial time was lost that could have been spent in preparation.

 • Despite the warning of invasion, protocols of action in case of war for ministers, MPs, 
public servants were not clarified and distributed in advance. The evacuation process for 
the governmental officials was rather unplanned.

 • In the event that Russian forces succeeded in capturing or assassinating President Zelenskyy, 
as initially planned, that would have significantly undermined Ukraine’s resistance. 

 • While relatively secure locations for the political leadership of the country were ensured within 
limited amount of time, wholly secure communications remained elusive. For example, several 
cyber‑attacks compromised the government’s electronic communications system. 

 • Mobilization and basic training for new recruits needs to be revised, quickly adapted to evolving 
challenges. 

 • The chaotic assemblage of the International Legion required considerable time for its further 
transformation and “normalization” under the guidance of the Central Intelligence Department 
of Ukrainian Defence Ministry. 

 • The increased number of the Ukrainian defenders requires extension of training programs 
(including basic training in international humanitarian law) and the sufficient amount of 
equipment. One particular challenge concerns the protection of military facilities and civilian 
infrastructure in the face of long‑range artillery and the targeted use of missiles and kamikaze 
drones. These bombardment tactics demand new standards for the deployment of military 
units, control points, warehouses, and training sites. Personnel dispersal is a matter of survival. 
As a consequence, large trainings and exercises take place outside the country. 

CONCLUSION
Developing security and defense planning framework that could be both flexible and  sus tainable 
and tested in the exercises is a key. The main focus should be given to core elements of the national 
security while local and regional level security measures should receive substantial attention as 
well (as the largest number of mistakes were recorded at the local level in Ukraine). Training, including 
international training programs (such as the ones under the auspices of NATO), mobilizing volunteers 
and building Territorial Defense Forces (TDF) are the factors that could significantly strengthen 
the national defense capability. 

http://www.europeanvalues.cz
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ECONOMY

GRAIN
ENTREPRENEURS
INITIATIVE

AFFORDABLE LOANEU
PROGRAM

POSITIVE LESSONS

 • The state has financially supported entrepreneurs, introduced tax incentives, grant programs 
and promoted the relocation of enterprises to safer regions of Ukraine. 

 • The expansion of the program of affordable loans for entrepreneurs with the “5‑7‑9%”, with 
a focus on agriculture. 

 • The simplification for entrepreneurs to obtain permits and licenses through Diia electronic 
services.

 • The compensation from the state budget reserve fund to employers who hire people who 
became IDPs due to hostilities. 

 • The Office for Entrepreneurship and Export Development has launched an operational platform 
with up‑to‑date information for Ukrainian exporters ready to ship their products abroad during 
wartime.

 • The EU-Ukraine business matchmaking platform has been created to support the  export of 
Ukrainian goods. 

 • The European Commission launched of the “Paths of Solidarity” initiative. This initiative reduces 
transport delays and enhances transport infrastructure between Ukraine and the EU. 

 • In November, the “Grain from Ukraine” program was launched. Its goal is to help poor African 
countries overcome the food crisis brought about by the war. Any state can pay for grain to be 
exported to a state with a hunger problem. 

 • The state has concentrated all resources at its disposal for the war effort. 

 • To obtain additional funds for the national budget, the State Property Fund commenced 
with privatization auctions in September. Last summer, the Verkhovna Rada simplified this 
procedure and made it more accessible. 

 • On May 23, the President of Ukraine signed a law simplifying the procedure for confiscating 
the property of Russians and Belarusians under sanctions. 

http://www.europeanvalues.cz
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NEGATIVE LESSONS
 • On October 12, the Cabinet of Ministers of Ukraine updated the procedure for blocking 

the registration of VAT invoices by adopting Resolution No. 1154. Afterwards, the frequency of 
blocked invoices overloaded the system. 

 • For years the Kyiv government promised to introduce tax reforms, adopting EU standards. Alas, 
they have yet to materialize. 

 • Most of the country’s industrial capacity was concentrated in the east and south of Ukraine, 
while the western part of the country is largely rural. At present, heavy industry can’t operate 
at total capacity due to the war. Relocating such industry is a challenge that the government 
addressed only after the second invasion, one difficult to resolve given the timeframe and active 
conflict. 

 • Ukraine did not do enough to simplify logistics corridors connecting it with Europe during all 
the years of independence. The Ukrainian government managed to fix the most severe problems 
with the help of its international partners. 

 • The national budget - the defense budget in particular - were not drafted for war footing nor 
the ensuing destruction of Ukrainian infrastructure. 

 • The confiscation of property of Russians in Ukraine directly depends on the cooperation of state 
institutions and the necessary political will. Although the process of confiscating the property of 
Russians is progressing, it remains unnecessarily prolonged. 

 • The disparity of funds, the lack of clear procedures, and overall opacity will result in corruption 
and subsequent distrust. Ukraine needs a single transparent mechanism for budgetary 
management and donor funds. 

CONCLUSION
It is essential for the government to support domestic businesses helping them to maintain their 
activities during the war. This can reduce the impact of war on the social sphere and provide 
revenues to the budget in the form of taxes. Development and preparation of additional supply chains 
should take place in advance.

http://www.europeanvalues.cz
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ENERGY AND CRITICAL
INFRASTRUCTURE

REGION
EUROPEAN COMMISSION
MARTIAL LAW

COMPANY
ENERGY SYSTEM

ACTIVE FIGHTING

POSITIVE LESSONS

 • The level of domestic gas production has been kept at a sufficient level due to dispersed regional 
production. This and the timely protection of important gas production facilities in the areas of 
active fighting were crucial. For such an event, many companies had preinvasion contingency 
plans. 

 • Ukraine, with firm legal backing and experience from previous successful arbitrations with 
Gazprom, has insured itself with better contractual terms in the event of another reduction 
in transit. Nonetheless, Russia continues to violate the terms of this agreement and similar 
agreements with other EU countries. 

 • The evacuation of people from the most war-affected regions to regions where this type of 
infrastructure remains relatively intact. 

 • Ukrainian UGS facilities are in excellent technical condition. The geographical diversification 
of underground gas storage (UGS) located in regions not directly affected by active fighting 
contributed to its protection. Sufficient volumes of gas were pumped in before the  previous 
and the upcoming heating seasons. 

 • A timely implementation of the gas market reforms and the supplier of-last-resort mechanism 
saved millions of consumers from being left without gas. The Government’s introduction of 
price restrictions on the sale of gas and heat-generating companies saved the country from 
civil unrest. In wartime, consumers would not be able to pay higher tariffs. From the market’s 
perspective, prices should not be set administratively. However, given the conditions of martial 
law - it was a sound political decision. 

 • Ukraine managed to maintain the transit of Russian oil to European consumers, acting as 
a reliable supplier. It also provided transportation for its own needs despite war conditions. 

 • New suppliers from EU were found. By May diesel fuel began to flow to Ukraine through the existing 
pipeline from Hungary. A “green corridor” for gasoline trucks was launched on the border with 
Poland. The government also changed the order of fuel purchases under martial law, making 
the state JSC Ukrzaliznytsia the main customer for the state’s primary needs. The  state has 
since lifted retail price restrictions. 

 • Currently, critical infrastructure facilities including thermal power plants (TPP) are under 
increased air defense protection, but this was not the case at the beginning of hostilities. Coal 
for TPPs was stored in sufficient quantities. 

http://www.europeanvalues.cz
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 • Ukraine maximized the utilization of its nuclear power plants (NPP) well in advance, reducing 
dependence on coal and ensuring maximum operation of nuclear units following high‑quality 
repairs. Under conditions of Russian nuclear blackmail, the cold shutdown of the Zaporizhzhia 
NPP was the safest means of response taking into account threats to its physical integrity. 
The involvement of the International Atomic Energy Agency (IAEA) mission and the presence of 
its representatives at the station partially helps reduce the risks of a nuclear disaster. 

 • Hydropower plants (HPP) play an important role in synchronizing the energy systems of Ukraine 
and the  EU. Renewable energy systems (RES) in Ukraine may provide up to twenty percent 
of the  total volume of electricity production, but currently does not exceed more than five 
percent. This is largely due to and the lack of companies to using autonomous energy sources 
and alternative fuels. 

 • Extensive preparatory work saved the energy system of Ukraine from collapse and helped to turn 
a profit due to the sale of electricity to EU countries. Blackout risks are now much lower than 
they could have been. 

 • Experience gained during cyberattacks in 2015 made it possible to build a system resistant to 
cyber threats. 

 • Since the beginning of the war, the Secretariat of the Energy Community has been actively 
working to attract equipment and supplies. The organization has created a special task force 
for support of Ukraine (USTF), which cooperates with the coordination center of the European 
Commission for responding to emergency situations and the Ministry of Energy of Ukraine. 
The  equipment is also delivered within the framework of the EU Civil Protection Mechanism, 
while the actual shipment is coordinated by the European Commission. 

NEGATIVE LESSONS
 • Ukraine has not taken any steps to adapt the underground gas storage (UGS) to the full cessation 

of the transit of Russian gas. 

 • The government failed to preemptively deprive pro‑Russian figures of the right to own and/or 
control such a significant share of critical infrastructure. There were legal grounds for state 
seizure before the beginning of war. Currently, the state still does not have a sufficient control 
over the domestic gas distribution networks in most of regions.

 • The government failed to use UGS facilities more efficiently and to attract foreign investment. 
There is tremendous market potential, especially for European companies. Only 50 percent of 
UGS capacity is currently in use.

 • Complete negligence of the government allowed the concentration of a large part of the domestic 
gas market in the hands of pro-Russia business group. Moreover, these suppliers are affiliated 
with companies that also transport gas. Measures were taken too late.

 • Although the problem with payments in August was solved quickly, it showed that the mechanisms 
for implementing EU sanctions need to be adjusted.

 • Cities did not have powerful diesel generators to secure a power supply for hospitals and other 
important facilities. Networks of most of cities´ boiler houses lack a jumper scheme (i.e., 
a system which allows it to automatically switch one boiler house to another in case of damage 
or malfunction). Conversion of boiler plants from gas to biofuel is complicated due to lengthy 
bureaucratic procedures. Generators and  special equipment have not been purchased in 
sufficient quantities. Repair crews at the beginning of the war were not well funded nor equipped 
with spare parts to quickly repair damaged facilities. 

 • For years, Ukrainian nuclear power plants (NPP) operated on Russian fuel. Then in recent years, 
Ukraine started switching to American fuel supplied by Westinghouse. However, all power units 
at the Rivne and Khmelnytskyi NPPs, two at the Zaporizhzhia NPP, and one at the Yuzhnoukrainsk 
NPP are currently running on Russian fuel. The rest is fueled by Westinghouse. Since the beginning 

http://www.europeanvalues.cz
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of the full‑scale invasion, Ukraine has refused to purchase any more Russian fuel. Currently, 
there is a two‑year supply of Russian fuel for Ukrainian power units. Ukraine signed an additional 
condition with Westinghouse to expand production during this period to completely close 
the need for Russian nuclear fuel. It should have been done earlier.

 • Ukraine did not raise the issue of the introduction of sanctions by the EU and the United States 
against Rosatom, despite successful cases with sanctions against gas and oil companies. 
Moreover, Ukraine itself was also in no hurry to impose sanctions against Rosatom, approving 
the relevant decision only on September 2, 2022.

 • Old dams, long in need of investment for repair, are at risk of flooding densely populated areas; 
even more so during wartime. Currently, the flood risk is minimized, largely thanks to an improved 
air defense. Nonetheless, these dams ae highly vulnerable. 

 • Russian attacks during October‑December 2022 were largely aimed at disabling transformer 
substations and equipment for electricity transmission to the network through high‑voltage 
lines. At this time, there were no stocks of such equipment.

 • The Europeans announced a creation of the Energy Support Fund for Ukraine at the beginning 
of April 2022. It was a great platform through which Ukraine could get significant funding. 
Regrettably, Ukraine was unable to propose real projects and as a result the fund languished.

 • As it turned out, the capacity of the power grid and the possibility of import are insufficient. 
Ukraine aims to have the potential possibility of importing a significant amount of electricity 
from the EU, i.e., 1.5 thousand MW while the 500 MW is the current import limit. 

 • Recent events have forced Ukraine to think about the processes of decentralization of 
the energy system. For this, it is necessary to build smaller‑scale local generation networks. 
This would contribute to the diversification of risks and diminish energy net work vulnerabilities. 
The  transformer stations produced in the USSR occupy an area of 15-40 hectares. They 
are uniquely and expensively equipped. The system included powerful thermal, nuclear, 
and hydroelectric power plants generating 10,000  kV and  main high‑voltage networks with 
autotransformers of 75 kV. All are now Russian targets.

CONCLUSION
Diversification of energy sources supplies will help avoid severe shortages in emergency cases. 
Early preparation of the energy system for potential emergency will reduce their impact in case 
of occurrence.

http://www.europeanvalues.cz
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STRATCOM AND COUNTERING
DISINFORMATION

STATE INSTITUTION
SOCIAL TRUST

MANDATE

EDUCATIONAL MODELSECURITY
DEFENSE SECTOR

POSITIVE LESSONS

 • State institutions established to counter Russian propaganda and disinformation campaigns 
(CSC and CCD) managed to improve communication and cooperation between different 
governmental bodies (i.e., the Cabinet of Ministers, security and law enforcement bodies, 
ministries, and the president’s office); the efficiency of information dissemination; access to 
official speakers, and information integrity. 

 • Combining the efforts of the state, public sector, and international partners helped to come 
up with unified, clear and consistent messaging. This resulted in greater social trust as the war 
was approaching. 

 • Strategic communication units and centers were effectively established in security and state 
institutions. 

 • A modern educational model for the training of state STRATCOM specialists was implemented. 
Moreover, a number of Ukrainian specialists were trained under NATO programs.

 • Coordination of the STRATCOM‑related institutions – especially in the security and defense sector 
- helped ensure functional exchange and distribution of information through communication 
channels of at all levels of law enforcement and the government institutions. 

 • The legal framework of STRATCOM in the security and defense sector has been effectively 
implemented.

 • Centralization of the information flow kept social panic at bay. 

 • Limitation of the space for propaganda due to the outlawing of Russian TV channels in the EU.

 • Changing the response method from purely defensive (monitoring, analysis, prognostication) to 
counter-offensive actions, some of which were in Russia’s information space (units, conducting 
special information operations).

NEGATIVE LESSONS
 • The lack of institutional capacity in STRATCOM due to personnel turnover. Ideally, the  office 

of the government’s STRATCOM should have an institutional basis with a clear, functional, 
and appropriate management mandate without undue political influence. 

http://www.europeanvalues.cz
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 • The state’s ambiguous tactics in crisis response before the invasion of the Russian Federation. 
Timely and correct information could have contributed to a better evacuation of the civilian 
population.

CONCLUSION
In the wake of Western intelligence reports about the Russia’s preparation of a full‑scale war, panic 
commenced in the Ukrainian information space. To restore calm, the president’s office wisely chose 
to downplay the threat. At the ministerial level, an interdepartmental working group to coordinate 
information response was created with a specific mandate to report on security matters.

Ukraine’s efforts to improve STRATCOM in response to the constant information attacks started with 
establishing state institutions responsible for strategic communication. The Centers united crucial 
stakeholders in strengthening the information front and became the leading channels of government 
communication about the war. All the coordination efforts between different governmental 
institutions brought about unified and clear governmental STRATCOM in the crucial weeks following 
February 24.

http://www.europeanvalues.cz
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MEDIA

CHANNEL
MEDIA SPACE

GOOD EXAMPLETRAINING

JOURNALIST

FREEDOM OF SPEECH

POSITIVE LESSONS

 • Limiting the space for Russia-controlled messaging through banning media outlets that 
disseminating Moscow’s narrative.

 • Uniting TV channels under the national telethon helped to secure national information space 
and protected their broadcasting from various disruptions caused by military activity. 

 • The effort to coordinate digital broadcasting and control of national TV channels was another 
step that helped to secure media space, ensuring technical and content security in the media 
space. 

NEGATIVE LESSONS
 • The lack of communication from the state regarding the actions of the channels that were not 

a part of telethon and eventual closure of three channels put to question freedom of speech in 
Ukraine. It did not appear an essential step for the sake of national information security.

RECOMMENDATIONS 
 • To work effectively in wartime, journalists must have a distinct set of skills. For those who will be 

reporting from the areas of active hostilities, it is vital that he or she undergo training in personal 
safety and tactical medicine, inter alia. Training for the journalists should not be provided by 
editorial offices, but by specialized institutions. 

 • Particular attention must be paid to verifying information. A self‑censorship or state‑imposed 
censorship must guarantee that no information, especially graphics (maps) and video materials 
that can be used by the enemy for military purposes, is published in real-time.

 • Mass media should be flexible regarding the forms of work, as well as cooperation among 
themselves. A good example in this regard is the telethon Yedini Novyni.

 • The editors of independent publications, for which the main source of income is commercial 
advertising, should establish a fund that will allow them to pay employees’ wages for 3-6 months.

http://www.europeanvalues.cz


16

CONCLUSION
Focusing on countering hostile propaganda and working with civic society will help to protect 
information space from information attacks. Uniting TV channels under the national telethon “Edyni 
Novyny” (United News) helped to secure national information space and protect their broadcasting 
from various disruptions caused by military activity.
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CYBER RESILIENCE

DIGITAL TRANSFORMATION
CRISIS SITUATION

CRITICAL INFRASTRUCTURE
ATTACK

CLOUD

MINISTRY

POSITIVE LESSONS

 • Given the previous lessons with Petya and Not‑Petya, Ukraine managed to consolidate 
the international community to counter attacks on Ukrainian cyber security. 

 • In order to protect government data and critical infrastructure, the government required all 
state institutions to move to cloud-based systems, as well as introduced a secure cloud-based 
system and strong multifactor identification system. 

 • The Ministry of Digital Transformation launched an analogue of Territorial Defence Forces in 
the digital realm to defend Ukrainian cyber space and attack enemy’s cyber capabilities. 

 • The Red Team helped the Ministry of Digital Transformation to discover weak spots in its digital 
systems and prevent future attacks. 

 • Introducing agile digital tools for the provision of state services afforded in crisis situations, as 
well as allowed for the introduction of software updates as needed. 

NEGATIVE LESSONS
 • The strengthening of Ukrainian digital system, especially concerning governmental data 

and critical infrastructure, should have started earlier before the war. The outdated Ukrainian 
governmental systems were vulnerable well before Russian cyber‑attacks.

CONCLUSION
Cyber‑attacks are an integral part of the modern warfare. Based on Ukrainian case, it is crucial 
to strengthen cyber security internally as well as strengthen cooperation in this realm with 
international actors (such as intergovernmental organizations and tech businesses). Developing 
country’s e‑governance and introducing agile digital tools for the provision of state services will raise 
societal resilience in crisis situations.
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CIVIL SOCIETY

WAR CRIMES
RECONSTRUCTION

FUND USAGE

LAW ENFORCEMENT

DOCUMETATION

WATCHDOG

POSITIVE LESSONS

 • As during 2014 invasion, Ukraine’s civil society proved to be crucial in providing humanitarian 
relief and aid for displaced populations. 

 • Cooperation and coordination between local authorities, civil society organizations (CSO) 
and volunteers improved which helped to increase aid effectiveness.

 • Legal assistance and war crime documentation practices ‑ CSOs helped citizens solve countless 
problems with lost documents and incomplete administrative procedures. 

 • Civil society’s international advocacy focused on establishing a special tribunal for Russian 
regime, and a system for reparations to Ukraine for the war crimes committed by Russia. 

 • CSOs are reliable watchdog for reconstruction and recovery fund usage.

NEGATIVE LESSONS
 • Ad hoc practice of war crimes documentation, especially connected with low capacity of law 

enforcement bodies. 

 • Legal framework for public consultations remains to be established. In this regard civil society 
is expecting adoption of the law “On Public Consultations” that will set the legal process of public 
participation in decision‑making.

CONCLUSION
Ukrainian civil society played a significant role in providing humanitarian aid to war affected 
civilians, documenting war crimes, and crowdfunding for supplies and ammunition for the Armed 
Forces. This remarkable level of societal mobilization was possible due to the experience after 2014 
and should be capitalized on during the recovery and recon struction period.
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